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Data Protection is highly relevant in all of these aspects.
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A legal basis is required!
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Transparency: Closely linked to fairness:
Clear, understandable and honest information about the 
person/organization processing personal data. Data subjects must be able 
to comprehend the data processing.
Art. 89 GDPR allows partial derogation from the information obligations
for scientific research.

Lawfulness: Legal basis for data processing is needed: 
Art. 6 GDPR (consent, contract, legal obligation, protection of vital 
interests of a natural person, public task done in public interest, proof of 
legitimate interest)
Art. 9 GDPR (further requirements for sensitive data)

D a t a  P r o t e c t i o n  i n  R e s e a r c h  D a t a  M a n a g e m e n t

Fairness: Builds on lawfulness:
Truthfulness and openness regarding the purposes for and the art of data 
collection are needed. No misuse or mishandling of the collected data.



Purpose Limitation: Data is “collected for specified, explicit, and 
legitimate purposes” only. Clearly communicated to individuals through a 
privacy notice beforehand. 

For each new purpose, not compatible with the original one, a new and 
specific consent is needed.

But scientific research is privileged, Art. 5(1)(b) GDPR: 
Further processing for scientific or historical research purposes shall be 
considered compatible with the initial purposes.
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Data Minimization: Linked to purpose limitation:
Data is “adequate, relevant and limited to what is necessary in relation to 
the purposes for which they are processed”. 

Collecting only the minimum amount of data needed for the stated 
purposes. 
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Accuracy: Data is “accurate and, where necessary, kept up to date”.
Inaccurate personal data in regards to the processing purposes should be 
“erased or rectified without delay”.



Storage Limitation: Linked to purpose limitation:
Data retention periods must be established, eg. a standard period after 
achieving the processing purposes is set, afterwards the data is 
anonymized.

Scientific research is privileged: longer storage periods allowed.

•

➢

➢

➢

➢

➢

➢

➢

D a t a  P r o t e c t i o n  i n  R e s e a r c h  D a t a  M a n a g e m e n t



•

➢

➢

➢

➢

➢

➢

➢

Integrity and Confidentiality: Keeping data secured from internal or 
external threats – “unauthorized or unlawful processing, accidental loss, 
destruction or damage using appropriate technical or organisational
measures”.
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Accountability: Documentation of measures and records as proof of 
compliance. Supervisory authorities can require this as evidence.

“The controller shall be responsible for, and be able to demonstrate 
compliance…”

• Who is controller in scientific research?
Controllers are the primary bearers of obligations under data protection 
law. The factual test for controllership is who decides on the purpose and 
essential means of processing.
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• Research Data Lifecycle

Purpose Limitation: 
What is the research goal? 
What specific data is needed? For which purposes? 

Data Minimization: 
Is the processing of personal data needed?
Is it possible to avoid identifiability?
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Data Minimization: 
Is there a chance of „unwanted identifiability“?
(eg. by open-ended questions, cumulation of data,…)
Does the process of data acquisition cause personal 
data?
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• Research Data Lifecycle

Lawfulness: 
Is there a legal basis for the data processing?
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Integrity and Confidentiality: 
Where is the data stored? Is the data encrypted? Is it 
pseudonymised?
Is an external software provider involved?
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• Research Data Lifecycle

Transparency: 
Who processes which data for how long, how and 
why?
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Is the data used and analyzed for the stated purposes? 
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• Research Data Lifecycle

Identifiability: 
Is it possible to identify persons (eg. by matching 
information from different datasets)?

Integrity and Confidentiality: 
Is the working environment still safe? Who can access 
the data? 

Data Minimization: 
Is personal data still needed or can it be 
pseudonymised?
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Is there 
a plan to effectively preserve the data so it does not
become obsolete? What is the storage period?
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• Research Data Lifecycle

Integrity and Confidentiality: 
Is the storage environment safe? Who can access 
the data? Is it archived?

Data Minimization: 
Does the data still have to be personal or can 
it be anonymised and thus stored?
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Is there a legal basis for sharing or publishing the 
data? 
Can the data be re-used?
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• Research Data Lifecycle

Data Minimization: 
Does the data still have to be personal or can 
it be anonymised and thus published?
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Is privacy law non-transparent 
and incomprehensible?
Not necessarily.

https://www.berd-nfdi.de/servicestools/legal-questions-in-data-science/
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